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Methodology Comparison

Aero.
Corp.

IEEE Std
1012

mConcept
documentation
evaluation
mCriticality
Analysis
mHW/SW/User
Req'ts
Allocation
Analysis
mTraceability
Analysis
mHazard
Analysis

mRisk Analysis

IEEE/EIA
Std
12207.0

NIST 500-
&t

RTCA/DO
~178B

Conceptual Phase

mContract
Verification

mProject
Process V&V

mConcept
documentation
evaluation

NASA

mProposed
Architectural
Schema
Assessment

mSystem
Req'ts
Analysis

US Navy

mEvaluation of
robustness of
developers’
processes &
methodologies




- Methodology Comparison cont’d.

Aero.
Corp.

IEEE Std
1012

IEEE/EIA
Std
12207.0

NIST 500-
234

RTCA/DO-
178B

NASA

US Navy

Requirements Phase T

mTraceability
Analysis

mSW Req'ts
Evaluation
mInterface
Analysis
mCriticality
Analysis
mSystem V&V
Test Plan

mAcceptance
V&V Test Plan

mConfiguration
Management
Assessment

mHazard Analysis
mRisk Analysis

mSystem
Req'ts
Evaluation
mSystem
Req'ts
Allocation
Evaluation

mSoftware
Req'ts
Evaluation

mSoftware
Traceability
Analysis

mSoftware
Req'ts
Evaluation
mSoftware
Interface
Analysis

mBegin test
planning

m\/erify
system req'ts
allocated to
SW have been
developed
into SW high-
level req’ts
that satisfy
those system
req'ts

mVerify
system &
SW req'ts

mVerify
sufficiency
of test
plans &
acceptance
Criteria

m\erify
sufficiency
of testing
methods

mVerify
correct SW
processes
are in place

mAnalysis of all
specs & req'ts

mVerify SW
req'ts are
entered into a
DB

mReq'ts
allocation
flow-down &
verification

mVerification
that all code is
supported by a
req't




Methodology Comparison cont'd.

Aero.
Corp.

IEEE Std
1012

mTraceability
Analysis
mSW Design
Evaluation
mInterface
Analysis
mCriticality
Analysis

mComponent V&V

Test Plan

mIntegration V&V

Test Plan

mV&YV Test
Design

mHazard Analysis

mRisk Analysis

IEEE/EIA
Std 12207.0

m\erify
correctness &
traceability of
design

mVerify proper
design
implementation
m\Verify design
can be derived
from req'ts

mVerify design
implements
safety, security,
& other critical
req'ts

NIST 500-
234

Design Phase

mSW Design
Traceability
Analysis

mSW Design
Evaluation

mSW Design
Interface
Analysis

mVerify SW
req'ts for
required
system
algorithm &
integrity
checks
mCoordinate
w/SW
integration test
planning

RTCA/D
O-17/8B

m\/erify
high-level
req’ts are
developed
into SW
architecture
& low-level
req'ts that
satisfy
high-level
req'ts

NASA

mVerify design
satisfies req'ts
mVerify
sufficiency of
test plans &
environments

mVerify design
doesn't have
characteristics
that will cause
failure under
operational
scenarios

US Navy




Methodology Comparison cont’'d.

Aero.
Corp.

mSW &
domain
familiarization

mKey module
identification

mCode quality
determination

mCode exec.
Traceability
analysis

mProduce
standard
metrics

mProduce
analysis
artifacts

mKey module
peer review

IEEE Std
1012

mTraceability
Analysis

mSource code
& document
evaluation

mInterface
analysis
mCriticality
analysis
mV&V Test

Cases &
Procedures

mComponent
V&V test &
verification

mHazard
analysis

mRisk analysis

IEEE/EIA
Std
12207.0

mCode
traceability
analysis

m\erify

proper code
implementatio
n

mVerify code
is derived
from design
or req'ts

m\Verify code
implements
critical req'ts

NIST 500-
234

mSource code
traceability
analysis

RTCA/DO
-178B

mVerify SW
architecture
& low-level
req'ts are
developed
in source
code that
satisfies the
low-level
req’ts & SW
architecture

m\erify
exec.
Object code
satisfies SW
req'ts

NASA

mVerify code
reflects the
design
mVerify code
is correct

mVerify test
cases cover
SW req'ts &
oper. needs

mVerify test
cases,
expected
results, &
criteria meet
test objective

mAnalyze
selected code
unit test plans
& results

US Navy

Code/Implementation Phase

mPerform
module-level
tests using
target
processor or a
simulator




Methodology Comparison cont’d.

Aero.
Corp.

mTest key
modules

mOperations-

based
testing

mInstitute

configuration

control

IEEE Std
1012

m Traceability
analysis

mAcceptance
V&V test
procedures

mIntegration
V&V Test

mSystem V&V
Test

mAcceptance
V&V Test

mHazard
analysis

mRisk analysis

IEEE/EIA Std
12207.0

mVerify proper
integration of SW
components &
units

m\erify proper
integration of HW,
SW, & ops.
mVerify proper
integration test
mPrepare for test
result analysis

m[est stress,
boundary, &
singular inputs
mTest ability to
isolate errors
mUser Test
m\/alidate SW
mTest in selected

areas of target env.

NIST 500-
234

Test Phase

mPlan Unit
Test, SW
Integ. Test,
SW System
Test

mTrace test

design, cases,
procedures, &
exec. Results

mConfirm
anomalies in
SW

mGenerate
test cases &
procedures

mPerform test

mDocument
test results

RTCA/DO

-178B

mReq'ts-
based
coverage
analysis
mStructural
coverage
analysis
mLow-level
testing
mSW
integration
testing
mHW/SW
integration
testing

NASA

mVerify
correct
disposition of
SW test
anomalies

mValidate SW
test results
VS.
acceptance
criteria

mVerify
tracing &
completion of
all SW test
objectives

US Navy

mDevelop a test
for each SW req't
& record results

mUse same DB
for all SW test
activities

mVerify SW req'ts
against system
Specs.

mVerify external
interfaces vs.
req'ts & HW
mVerify design
vS. req’ts

mVerify code vs.
design

mValidate build of
exec. Code

mValidate integ.
Code vs. system
specs. & req'ts




Methodology Comparison cont’d.

Aero.
Corp.

mFix defects
found

mPeer review
of fixes
mRegression
testing
mGenerate
final IV&V
report

IEEE Std
1012

mInstallation
Configuration
Audit

mInstallation
Checkout

mHazard
Analysis

mRisk Analysis

mGenerate final
IV&V report

IEEE/EIA
Std
12207.0

NIST 500-
234

mInstallation
Configuration
Audit

mInstallation
Test

mAnomaly
resolution

mProposed
Change
Assessment

mGenerate
IV&V report

RTCA/DO
-178B

NASA

m\erify
sufficiency of
regression
tests

US Navy

Operation/Maintenance Phase ‘




Methodology Comparison cont’d.

Aero. IEEE Std | IEEE/EIA | NIST 500- | RTCA/DO-| NASA US Navy
Corp. 1012 Std | 234 1788 |- ;
‘ 12207.0 %

mVerify that mEnsure a quality
documentation system is in place
preparation is mEnsure ability to
timely record & track
m\/erify problems
configuration mAllow for
management continuous process
of documents improvement
follows

mUse CM system to
control all versions
of documents, DBs,
code, & test results

mEnsure ability to
auto-report any req't
or flow-down test
that was not
satisfied completely

procedure
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EXCERPT

A substantial number of the critical faults reported stem
from the detection and recording of ambiguous or
unclear statements in the requirements specifications
and design documents.

CONCLUSION

With the Code Cost-Constrained Assurance Methodology, these
documents are not looked at until the code is already being
developed or is developed and going through development test.
These documents should be peer reviewed prior to code
development.

As programs become complex, there can be too many
branches to test. The test data should then be selected
by examining scenarios of the expected system use and
by considering potential failure modes.

Gear the testing portion of the Minimum Essential IV&V
Methodology towards scenario-based testing and perhaps include
tests that may uncover operational use errors.

Lewis states that "the greatest cost-benefit ratio in IV&V
comes from requirements verification, wherein defects
in requirements can be caught before they begin to
ripple forward.

In several of the systems engineering courses that I took at LMU, it
was stated repeatedly that it is much cheaper to fix something
early in the life cycle than it is to fix it later. My proposed
methodology really needs to focus on the requirements.

Lewis estimates that an IV&V effort starting at the
requirements phase and continuing through
deployment would increase the development costs
approximately 10 to 18 percent.

Find out what The Aerospace Corporation uses to estimate [IV&V
costs. Use this scale since the minimum methodology is mainly
being developed to improve on the Code Cost-Constrained
Assurance Methodology. Develop the proposed methodology so
that it can be performed at a lower cost than a full-scale [V&V
effort. :

The Carnegie Mellon Software Engineering Institute (SEI)
reports that at least 42-50 percent of software defects
originate in the requirements phase.

Further reinforcement to start an IV&YV effort at the requirements
phase.

Code Reviews are seen as unproductive, typically doubling
the time it takes to 'craft' the code in the first instance.

I have heard from several members of past IV&V teams that they do
not always see the value in line-by-line reviews of the code. It's
a time consuming manual process. Remove this activity from
the proposed methodology or develop a way for it to be
performed in a more productive way.
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6-Step Minimum Essential IV&V
Methodology

1 | Criticality mConduct analysis of mission critical software functions
Analysis =Provide customer with IV&V plan
mAssemble & inform IV&YV Team

2 | Requirements mVerify traceability of system requirements to/from
Analysis software requirements

mConduct Requirements Peer Review

mProvide customer with report of
findings/recommendations

3 | Design Analysis | mVerify traceability of software requirements to/from
software design

mConduct Design Peer Review

mProvide customer with report of
findings/recommendations




- 6-Step Minimum Essential IV&V
Methodology cont'd.

4

Testing

mVerify traceability of software requirements to test
cases

mConduct peer review of test plans & procedures
mPerform minimum set of scenario-based test cases
mTest critical functions & requirements violations

mProvide customer with report of
findings/recommendations

Code Analysis

mVerify traceability of software design to/from software
code

mCan be done prior to Step 4
mPerform static analysis to identify levels of complexity
mConduct Code Peer Review

m'Red” modules & bugs found in Step 4

mProvide customer with report of findings and
recommendations




6-Step Minimum Essential IV&V
Methodology cont'd.

6 |IV&V Project mProvide customer final summary report that includes:
Wrap-up mActivities

mProducts, outputs

mProblem reports

mConclusions

mRecommendations

mTechnical Operating Report (TOR)
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Rules of Thumb

Typical Software Cost Per LOC
(LOC = Equivalent Lines of New Development, Delivered Source Code)

Average Cost Per LOC (FY069)
(Does not include G&A and Fee)

Ground Software Flight Software

Cost Range Software Application Support Mission Spacecraft Payload

Low More than %2 Program is: $137+ 26 $195 + 42 $392 + 53 $448 +79
— Data Storage & Retrieval
— String Manipulation
— Mathematical Operations
— Routine Diagnostics

Nominal Neither Low nor High $216+53 $261 + 63 $498 + 79 $594 + 105
Characteristics Apply
High More than %2 Program is: $253+63 |$295+74 |$615+105 | $658 +132

| — Operating Systems

— Interactive Operations

— Real time Command &
Control

— Tight Timing Constraints

I COST FACTORS/RULES OF THUMB

1. SW Independent Verification and Validation (IV&V): 25% + 10% of development cost

LT 2. Equivalent Lines of Code (ELOC/ESLOC) Conversions:

Reuse = .4 (% re-design) + .25 (% re-code) + .35 (% re-test)
Modified = .7 (extensively modified) + .5 (modified) + .3 (minor mods/rehost)
‘ ] 3. SW Maintenance:

Life Cycle: Maintenance/Development cost ratio (1.0 to 1.5:1) for typical 10 year

life cycle.
| — "

Annual Change Traffic: ~ An estimate of the number of source instructions that undergo change
during a typical year, through either addition or modification. Typically,
5 — 15% of development cost per annum.

‘ | Bug Correction: 3 — 4.5 defects/1 KSLOC for ground software. PRICE-S and SEER-

SEM estimates defect density as part of each model's output.

Lines Maintained: — Military (ground) : 50,000 lines per person year

— Military (flight) : 25,000 lines per person year
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SEER-SEM Estimates

_SEER-SEN (TH) Software Schedule, Cost & Risk Estimation Veksdion 7.1.30

_Project  : Gemeric e S S
 Program 1.1: L . o _ L
. . hctivity Report I
. sSchedule  Person  Person | IV&VRule of Thumb |
Activity . . Months Months ~ Hours Cost - 15% _7257“707[ 35% |
System Regquirements Design ~ z2.05 1.8 255 33,931 | 5090 8483 11878 |
~ Cumulative 12/06/06 _2.08 1.68 258 33,931 S
57§ Beuuireienia Aemlyein  B.aE a.e3 748 ss,577 | 14937 24894] 34852 0
Cumulative 2/18/07 . 4.47 6.61 1,005 ig3,sg7, ]
Preliminary Design  4.39 ~ 15.03 2,285 303,668 | 45550 75917 106284]
Cumulative 6/29/07 . 8.81 21.64 3,280 437,175 S
Detailed Design 4.9 26.33 4,002 531,796 | 79769] 132,943| 186,129
Cumulative  11/29/07 13.80 47.97 7,291 968,970 S
Code & Unit Test  1.63  10.58 1,608 213,730 | 32060| 53433[ 74808 |
~ Cumulative = 1/17/08 ~15.43 58.55 8,900 i,82,700
Component Integrate & Test 4.21 30.30 4,605 612,027 ’ 91 ,804] _:I__5§£D_ﬂ___214,209;
Cumulative 5/24/08 19.64 88.85 13, 505 1,794,727
 Program Test - 0.47 3.48 529 70,365 | 10555 17591 24 628]
Cumulative 6/07/08 20.11 92.33 14,034 1,865,092
System Integrate Thru OT&E 2.18 25.93 3,942 523,869 | 78580 130,967 183,354
Cumulative 8/13/08 22.29 1168.27 17,976 2,388,961
Maintenance 0.00 0.00 u} u]
Cumulative 8/13/08 22.29 118.27 17,976 2,388,961
I w [ S l I [ ] [ ]
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